Digital transformation of democracy?

CHALLENGES AND OPPORTUNITIES
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Personal background &

Research Interests

Computer Science, Logic Programming, Artificial Intelligence
Semantic Web, Knowledge Representation & Reasoning
Web Standards, (Graph) Query Languages, Linked Data
Data Integration, Open Data

Applications (Smart Cities, Open Government, Law/Regulations, ... )

Open Government, Law/Regulations
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Digitization & Democracy: Threat or Opportunity?
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Tim Berners-Lee: I invented the web.
Here are three things we need to change
tosaveit

It has taken all of us to build the web we have, and now it is up to all of us to build
the web we want - for everyone

Guardiar

https://www.thequardian.com/technology/2017/mar/11/t https://www.youtube.com/watch?v=G6DO
im-berners-lee-web-inventor-save-internet hioBfyY &feature=youtu.be&t=773

1) We’ve lost control of our personal data

2) It's too easy for misinformation to spread I'm aCtua”Y not sure
on the web we shouldn’t be

3) Political advertising online needs requlated”
transparency and understanding
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https://www.youtube.com/watch?v=G6DOhioBfyY&feature=youtu.be&t=773
https://www.theguardian.com/technology/2017/mar/11/tim-berners-lee-web-inventor-save-internet

DIGITIZATION AND DEMOCRACY

= More versatile forms of democracy =  “Al” to manipulate opinions, loss of
become possible? control of personal information
> Grass-roots movements » Cambridge Analytica et al.
= Automated Accountability = Web Fragmentation,
> GDPR? Blockchain in Public = Net Neutrality
Administration y Recent US FCC
= eGovernment (e.g. elD) = eGovernment (e.g. elD)
» Improved efficiency > “Improved” surveillance?
= (Open Data = QOpen Data
> Improved transparency > Misinterpretations, Misuse?
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But still:

1) We’ve lost control of our personal data
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What if ... we had full control of our personal data?
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The Europe
Center

EU GDPR:

Data portability

Full transparency
Understandable Consent
Revokable Consent
Right for Erasure

Significant fines for
personal data breaches
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What’ missing?

EU GDPR:

Data portability

Full transparency
Understandable Consent
Revokable Consent
Right for Erasure

Significant fines for
personal data breaches

— Standard exchange formats

— Open Architectures

— Decentralized ID and transparency records
— Policy Templates & Consent Dashboard
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WhytDaecissimgHlzation?

EU GDPR:

Data portability

Full transparency
Understandable Consent
Revokable Consent
Right for Erasure

Significant fines for
personal data breaches

— Standard exchange formats

— Open Architectures

— Decentralized ID and transparency records
— Policy Templates & Consent Dashboard
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elD: Threat or Opportunity?

= “Handy-Signatur”
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elD: Threat or Opportunity?

= Handy-Signatur/Birgerkarte:
> eGovernment services
» Valid signature e.g. for private contracts

» Maintained via a central, trusted third-party (A-Trust)

= + :2-step verification via TAN and 2 devices, considered very secure
= -:all Authentications/Signatures go through a central, national trusted party
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elD: Threat or Opportunity?

= e|Ds issued by commercial entities?
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8"’ Sign in with Google+

II

= + :not state controlled... wait?

m - :central authority with a commercial interest

Freeman Spogli

Stanf()rd ‘ TEC aeiarere FSIInstitutefor

International Studies




elD: Threat or Opportunity?

=  Estonian elD

» Digital ID since 2001 /

> iVoting since 2005 \
» incl. eResidency for foreigners )

¢ .1f)  A3051479
ﬂb!‘“‘mﬁ'v""‘[/) 1020

= + :more lightweight, 2 services can use the credentials without going
through a central server

= -:less convenient/secure? (security threat detected Aug 2017)
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elD: Alternative?
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elD: Alternative?

Self-Sovereign ldentity

“The central problem of
the future is, how do we
return control of our
identities to the people

&% UBS

themselves?"
«we think self-sovereign [identity] solutions are likely
- Edward Snowden to be the standard against which other platforms will

I need to be held

PERKINSCOIe

COUNSEL TO GREAT COMPANIES

/

“I'd like to use
for

\\
7

L

verifiable identity.”

* Combine digital human rights with industrial use of personal data.

Privacy Lab, Vienna 2017-11-27 DANUBE
Slide by Markus Sabadello (danubetech)
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SSDID is one building block
..what else?

—> Standard exchange formats

— Open Architectures
\@ — Decentralized ID and transparency records

—> Policy Templates & Consent Dashboard

uLD &/ JPeTenForce

'& .-‘;'.?'-""5'?'- THOMSON REUTERS®
WICT

[)( ul\( he

Wae C

Data Privacy Controls and == C;I ekom
Vocabularies e Jffj':';‘t;‘f ' Proimus

Berlin

A W3C Workshop on Privacy and Linked Data 7= Scalable Policy-awarE linked data arChitecture
for privacy, trAnsparency and complLiance

17-18 April 2018, WU Wien, Vienna, Austria, Europe

Horizon 2020
European Union funding

European
==— Commission for Research & Innovation

Ill!l!“\\\k
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Open Standards & Best Practices: Why?

EU GDPR:

= Data portability

= Full transparency

= Understandable Consent
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Open Standards & Best Practices: Why?

EU GDPR:

= Data portability

= Full transparency

=  Understandable Consent
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Open Standards & Best Practices: Why? OPPORTUNITY
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8
Open Standards & Best Practices: Why? PPORTUNITY

EU GDPR:
= Data portability
= Full transparency

= Understandable Consent
_ 7 Homepage - MyData.org X

< c @ @ @ https://mydata.org

MYDATA n
[s]c]

is both an alternative vision and guiding technical

principles for how we, as individuals, can have more control E

Usage Policy

v @ 7| | Q searct

1+ |

over the data trails we leave behind us in our everyday

—
actions.
=
The core idea is that we, you and |, should have an easy way

to see where data about us goes, specify who can use it, and

alter these decisions over time.

<« c @ @ sites.ieee.org/sagroups-7000/ B - O %  Q search Y in@ =

NY LoD

IEEE.org | IEEE Xplore Digital Library | IEEE Standards | IEEE Spectrum | More Sites

W3C

Data Privacy Controls and
Vocabularies

A W3C Workshop on Privacy and Linked Data

17-18 April 2018, WU Wien, Vienna, Austria, Europe

IEEE P7000 - Model Process for Addressing WG Officers
Ethical Concerns During System Design Chair



DIGITIZATION AND DEMOCRACY

RTUNITY

= eGovernment (e.g. elD)
> Improved efficiency

= More versatile forms of democracy
become possible?

= Open Data
> Improved transparency
= Automated Accountability

> GDPR? Blockchain in Public
Administration

Stanford | TEC meer

eGovernment (e.g. elD)

> “Improved” surveillance?

“Al” to manipulate opinions

» Cambridge analytica et al.

Open Data

> Misinterpretations, Misuse?
Web Fragmentation, Net Neutrality
> Recent US FCC
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Open Data: What is it?

Privacy Transparency
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Open Data is a Global Trend!

EU & Austria, but also the (previous) US and UK
administrations are/were pushing Open Data!

=

THE WORLD BAHK ‘/p/ - I - Open
Open Data {UNdata

london gov.uk
Open Government Data
Offene Daten fur Wien

== JATA.GOV DATA TOPICS- IMPACT APPLICATIONS DEVELOPERS CONTACT

-5 The home of the U.S. Government’s open data

[Comm—ne
Here you will find data, tools, and resources to conduct research, develop web and mobile g = B e
applications, design data visualizations, and more.

GET STARTED
234,627 DATASETS
European Commission

Open Data Portal %"

Freeman Spogli
Institute for
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Open Data as a Global Trend:

Country
United States
Canada

UK

France
Russia

Japan

Italy

Germany

Stanford | TE

URL

data.gov
open.canada.ca
data.gov.uk
www.data.gouv.fr
opengovdata.ru
data.go.jp
dati.gov.it

govdata.de

Data portals of the G8 countries

The Europe
Center

Datasets
170.7k

79.1k
45.1k
34.2k
30.3k
21k

20.4k
19.8k

I reeman ogli




What data do these portals provide?

== DATAGOV

TOPICS - IMPACT APPLICATIONS DEVELOPERS CONTACT

data.
gv.

DATA CATALOG Suchbegriff (z.B. Finanzen, Wahlen)
dt « Datenkatalog @ Apps & News
4/ B/ Department of Housing and .../ US Department of Housing ol
P 13 = e [SEFEE—— data gv.at - offene Daten Osterreichs
PO Housing Affordability Data System (HADS) Startseite  Daten ~  Dokumente
& % £ Metadata Updates: Marcn 8, 2017
F l %
3 x5 The Housing Aoreatitty Dt 5 3nd ster nstional
% I] & American Hosing Surve (AHS) snd s housing s by
%, o attarcabilty snd heuseholes By income. with respect o the Adjusted Meclan Inzome. Fai Market Rent
San pevet (FMR) and poverty Income. % also Includes housing cost burden for owner and renter nousehokds. These fles

the werst case nesds tables since 2001 The cata Sles a e for o

5 public use s nc the putite FMRs. Trese dataset Katalog
e the commurity of housing by the opportaitytose a corsstet st of aorcablty messures. Bildungsausgaben

N - . Verdffentlichende Organisation
Access & Use Information § GliederungBildungseinrichtung
bzw.Person &
Oy O Publc This dataset is Inenced %or public access and use.

[il License No license informaticn was proviced. If this work wi
Unitec States government as part of that person's ofthclal

25 prepared by anafficer or empioyee cf the Daten und Ressourcen
s considered a US. Government Viork. Statistik Austria

" OGD_bildungsausgaben_BILDAUS 1

Finance

Kategorie &

il
Dowsloads & Resources 4 0GD_bildungsausgaben_BILDAUS_ 1 _HEADER 5
ER—— Bildung und Forschung
Urban Devokcpmen
rban Develcpmes B3 Comma Separased Valees Flle 1+ 17730 views m ' 0GD_bildungsausgaben_BILDAUS 1 C-A10-0
4 Comtact SR——— & Finanzen und
Oumnex s 0GD_bildungsausgzben_BILDAUS_1_C-BARG-0 Rechnungswesen
Sk Markland Entdecke
B Sttt "4 0GD_bildungsausgeben_BILDAUS_1_C-BABE1-0 - Faad i Wirtschaft und Tourismus
@ Ceagler tas schio
Da Titel und Beschreibung Englisch & Educational expenditure chlagworte &
Metadats Cresied Dame Verdffentlichende Stelle g Statistik Austria
Metadats Updated Date March 8, 2017 Blldungsausgaben
Datenverantwortliche Stelle g Statistik Austria, Guglgasse 13, 1110 Wien, Austria
Kontaktseite der datenverantwortlichen
o N v itp://wwwstatistik at/web_de/kontakt AP - Link zu allen Metadaten
telle @
Datenverantwortliche Stelle - - /apif3faction
en data@statistik.gv.at -
£-Mailkontakt nestsEE s /package_show?id=71137735-265-328f-
HUDISON b57d-beS4lada76se
Lizenz & Creative Commaons Attribution License
afordabliity ) ( cost T Lizenz Zitat g Datenguelle: CC-BY-3.0: Statistik Austria - datastatistikg RSS-Feeds fUr Statistik Austria
Link 2ur Lizenz g hitpsy//creativecommens.org/licenses/by/3.0/ gedinderte Datensétze
Additional Metadata {httpe//statcube at/statcube
opendatabase?id-debildungsausga W stil Letzte Anderun
f— /opendatabase?id-debildungsausgaben http://www statistik.at 4
T WeitertUhrende Metadat . web_de/statistiken/bildung_und_kultur
Metadata Created Date arch 7,20 eiterfilhrende Metadaten - Link § .
“ v formales_bildungswesen/bildungsausgaben/index hmbhttp: 30.04.2018 00:59:46
SctaiutaUipsutod Oute e www statistik at/web_envstatistics/education_culture
e e e /ormal_education/educational_expenditure/index htmi}
U icenzimer HUDO31
C-AL-0ZeitC-BARG-Regionale Gliederung,C-
Maintainer Shula Marklana )
BABEL-0Bildungseinrichtung F-INSG:Ausgaben (gesamt)F-
Mantainer Emad ShulaMaridanc

TR_PAPersonalaufwandf-TR_SASachaufwandf-
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Open Data in Austria

— I earct + =
< cC @ @ & https://www.data.gvat v 90% - @ v IN@D = opendataportal.at O o o @
. ‘70 ® Feedback & Mailingliste = Registrieren & Login
OPEN DATA
i ! J INSIDE
= All you can
Suchbegriff (z.B. Finanzen, Wahlen) -

« Daten & Dokumente @ Apps & News » Katalog ¢ ern OSTERREIC

HOME DATEN THEMEN ANWENDUNGEN DATENTOOLS NEWS OBER UNS PRESSE SPENDEN

LCUETICE Daten -~ Dokumente -

Open Data Portal Osterreich

W o @ i ¥
@ 1ai i ! 2
Arbeit Bevilkerung Bildung & Finanzen & Geographie & Gesellschaft & Gesundheit

Forschung Rechnungswesen Planung Soziales
g Yy i o : 11} N1 RO
® 1 » i i
v
Kunst & Kultur Land- & Sport & Freizeit Umwelt Verkehr & Technik Verwaltung & Wirtschaft & —
Forstwirtschaft Politik Tourismus Suche in Datenkatalog B

data.gv.at opendataportal.at

UN Public Service Award 2014!
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http://data.gv.at/
http://opendataportal.at/

Open Data as a means for transparency and
democracy — Example: offenerhaushalt.at

Funktionelle Gliederung® Rechnungsabschiuss @

Gruppe/Abschnitt/Unterabschnitt suchen

Soziale Wohlfahrt und Gesundheit Unterricht, Erziehung, Gruppe Betrag in Euro
baufdrderu Sport Wissenschaft .
wohn "9 € 2.337.644.868 und I Soziale Wohlfahrt und ... 2.665.434.157

€ 2.665.434.157

€ 2.322.597.891

I Vertretungskorper und ...

2.435.653.344

I Gesundheit 2.337.644.868
I Unterricht, Erziehung, ... 2.322.597.891
Gruppe 4

I Finanzwirtschaft 1.209.042.541

Soziale Wohlfahrt und
Wohnbauférderung I StrafBen- und Wasserb... 1.032.395.027
€ 2.665.434.157 I Dienstleistungen 814.679.272
I Kunst, Kultur und Kultus 292.599.045
I Offentliche Ordnung un... 181.800.664
I Wirtschaftsférderung 89.676.860

Summe

www.offenerhaushalt.at/gemeinde/wien/

13.381.523.668

Freeman Spogli
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http://www.offenerhaushalt.at/gemeinde/wien/
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What can we do about it?

= 1) Monitoring Open Data evolution and quality
= 2) Enriching Metadata to improve usability and findability

Freeman Spogli
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1) Monitoring and QA over evolving data portals

3/2015
[1]:

8/2015 [2]: 6/2016 [3]:
- 6 quality - 260 portals

metrics - CKAN, Socrata,
- QA OpenDataSoft
- 18 metrics

-90
portals
- Only
CKAN

total CKAN Socrata ODSoft DCAT

portals 261 149 99 11 2
datasets 854,013 767,364 81,268 3,340 2,041
URLs 2,057,924 | 1,964,971 104,298 12,398 6,092

[1] Towards assessing the quality evolution of open data portals. In ODQ2015: Open Data Quality Workshop, Munich, Germany

[2] Quiality assessment & evolution of open data portals. In: International Conference on Open and Big Data, Rome, Italy (2015)

[3] Automated quality assessment of metadata across open data portals. ACM Journal of Data and Information Quality (2016)

Stanford | TEC mee £C| i



Open Data risks: change in political agenda/priorities

http://data.wu.ac.at/portalwatch/portal/open_whitehouse_gov/1804/

ortal Size

—|

-@- Datasets
-9 Resources

Jan 20 2017
Inauguration
of new US
president



http://data.wu.ac.at/portalwatch/portal/open_whitehouse_gov/1804/

Open Data risks: change in political agenda/priorities?

http.//data.wu.ac.at/portalwatch/portal/data_gov_uk/1815/evolution

Week: Apr 16 - Apr 22,2018 < ) >

Portal Evolution

Portal Size
1 20005 | Mar 29 2017 o
UK administration & Resources
triggers “Article 50”
B B.0000+4 -
8

Mar 13 relaunchof the
. organization of
data.gov.uk ... so

actually no data was
400000 1 taken offline, but just
resources have been

T T 1 T T T T T T H T T T T T r T T T T
W02 WOD WD2 W04 WOB WO-B WO-10 WO-12 Wo-1dl ConSOI Idated 036 WO-38 WO-40 WO-42 WO-44 WO-46 WO-48 WO-S0 WO-52 WO-54 Wo-54
Snapshot



http://data.wu.ac.at/portalwatch/portal/data_gov_uk/1815/evolution

Ongoing Proj¢
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WU Open Data Port:

Jlecture -« Open Data Portal Watch

i nof tools and services for

datawu.ac.atis an Open D H
find data about lectures, ro § Vfiles.
WuU. }

B 121 datasets i Open Data Portal Watch assesses the evolution of the

(meta) data quality of about 260 Open Data portals
over since September 2014,

Geo-search over Open Data

Jupyter Notebook Server .
Progra & Documentat Open Data AT Assistant

Geo-search over Open Data
Notebook documents are documents which contain
both computer code (e.g. python) and human-readable The assistant will help you to explore the content of
. . s ) ) )a 2 !
Geo-entities search |r_the clala%ets ound on Open rich text elements. the austrian open data portals: data.gv.at and
Data catalogs and their respective metadata opendataportal.at.

descriptions.

able within local WU Vienna network f

Freeman Spogli
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Demo:

http://data.wu.ac.at/portalwatch/portal/data gov/1818

Week: May 7 - May 13,2018 < 8 »

Portal Evolution

Portal Size
8.0008+5
-@- Datasets
6.0008+5 -8 Resources
B 40000
8
2000045
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0.0000+0 -}
» 90
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1 o o sececeecses
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Snapshot
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http://data.wu.ac.at/portalwatch/portal/data_gov/1818

Ongoing Projects (data.wu.ac.at)

Search for WU Open Data

Courses in $517 Welcome to datawu.ac.at

121 3 2

———
WU Open Data Portal
VU lectt

data.wu.ac.at is an Open Data portal where you can
find data about lectures, rooms and organizations at
Wu.

Geo-search over Open Data W/

Search Open Data

Geo-search over Open Data

Geo-entities search in the datasets found on Open
Data catalogs and their respective metadata
descriptions.

The Europe
Center

Stanford

TE

Projects
Open Duta Portal Watch w/

Open Data Portal Watch
M X ortal

Open Data Portal Watch assesses the evolution of the
(meta) data quality of about 260 Open Data portals
over since September 2014.

JpYLer nom

Jupyter

Jupyter Notebook Server
Pr & D nentat
Notebook documents are documents which contain
both computer code (e.g. python) and human-readable
rich text elements.

CSV Engine
[ -
CSV Search
Avsiisble Services
CSVCiean €5V Prosler
5V MetaData Fettor a

CSV Engine

The CSV Engine is a collection of tools and services for
processing and enriching CSV files.

Open Data AT Assistant
The assistant will help you to explore the content of

the austrian open data portals: data.gv.at and
opendataportal.at.

Freeman Spogli
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Ongoing Projects (data.wu.ac.at)

Projects
Open Dsta Pertal Wateh W/

Search for WU Open Data

Courses in $517 Welcome to datawu.ac.at

i.w.., = ,‘.:wm .....
Open Data Portal Watch

WU Open Data Portal

Open Data Portal Watch assesses the evolution of the
ata quality of about 260 Open Data portals

Geo-search over Open Data W)’ :e September 2014.

T NDATA

Aatani s ot ic an Minan Nata narkal whara usi fan

Bl

Search Open Data

e e e -

L Spatiad samy Pttt
upyter
Rtars Ctstie r—"
[ —— [
T ————— W et feisteen e e

'r Notebook Server
& D tat

1k documents are documents which contain
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Geo-search over Open Data

Geo-entities search in the datasets found on Open
Data catalogs and their respective metadata
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CSV Engine

The CSV Engine is a collection of tools and services for
processing and enriching CSV files.

facebook

Open Data AT Assistant

The assistant will help you to explore the content of
the austrian open data portals: data.gv.at and
opendataportal.at.
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Improving Open Data usability:
Why Open Data Search is difficult

<« C ® @ @ https://www.data.gv.at/suche/?search-term=Leopoldstadt&s v [E <+ @ ¥ QO search ¥y In @ =

data.
V.

Leopoldstadt

at « Daten & Dokumente @ Apps & News

data.gv.at - offene Daten Osterreichs

Startseite ~  Dokumente Anwendungen

Katalogsuche

Leopoldstadt Wildcards (*) flr Suche nach Wortteilan wardan iintarctiitzt

Open Data Search is hard...

a) No natural language ,cues” like in Web tables...

b) Existing knowledge graphs don‘t cover the domain of
"Open Data“

c) Open Data is not properly geo-referenced

FI lter Filter einblenden

Suchergebnis zu "Leopoldstadt" (0 gefunden)

alle Datensétze anzeigen Ergebnisseiten:  « Erste Letzte (0) (1 @

@ Suchergebnisse von opendataportal.at (0 gefunden)

COOPERATION OGD § OSTERREICH Impressum (Datenschutz) b RSS-Feeds B @datagvat Weitere Daten: G_‘p - ﬁ@:{}é
A
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Ongoing Projects (data.wu.ac.at)

Search for WU Open Data

Courses in 5517 Welcome to data wu ac at

121 3 2

———
WU Open Data Portal
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Geo-search over Open Data
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Geo-search over Open Data

Geo-entities search in the datasets found on Open
Data catalogs and their respective metadata
descriptions.
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Projects

Open Dita Portal Watch

Open Data Portal Watch
Monit « eX rtal
Open Data Portal Watch assesses the evolution of the

ita quality of about 260 Open Data portals
e September 2014.
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CSV Engine

The CSV Engine is a collection of tools and services for
processing and enriching CSV files.
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Open Data Assistant

The assistant supports cross-lingual search by
integrating metadata of 7 open data portalsin 7
different languages.
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Take-home: Democracy needs Sustainable Computing

= |n order to secure democracy in digitization we need to ensure
> Privacy,
> Transparency,
> Decentralization, and
> Usability

= We need a general, interdisciplinary discussion about ”Sustainable Computing”
which needs to be a substantial part of “Sustainable Governance”

sustainablecomputinglab.at

Axel Polleres: What is “Sustainable Computing”?
March 20, 2018 by Ben Wagner

Freeman Spogli
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Take-home: Democracy needs Sustainable Computing

= |n order to secure democracy in digitization we need to ensure
> Privacy,
> Transparency,
> Decentralization, and
> Usability

= We need a general, interdisciplinary discussion about ”Sustainable Computing”
which needs to be a substantial part of “Sustainable Governance”

&« C QO shttps:/fwww.csh.ac.at »| =

sustainablecomputinglab.at

csh.ac.at
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http://csh.ac.at/

Take-home: Democracy needs Sustainable Computing

= |n order to secure democracy in digitization we need to ensure
> Privacy,
> Transparency,
> Decentralization, and
> Usability

= We need a general, interdisciplinary discussion about ”Sustainable Computing”
which needs to be a substantial part of “Sustainable Governance”

> Technology can help to sustain democracy!

_ IE:“I e

&« G | G @ https://doingthingswithc B so% @ % » =
*
N 2
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_ _ __ Doing things Withdatd T =
sustainablecomputinglab.at e Thank

csh.ac.at you!

doingthingswithdata.wordpress.com

Home Contact

On Net Neutrality and Democracy

Freeman Spogli
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This morning I had a nice meeting with Didi Kuo, Academic Research and Program

Stanford | TE

Manager at CDDRL's Program on American Democracy in Comparative Perspective at


http://doingthingswithdata.wordpress.com/
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