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Green Big Data
A multidisciplinary perspective...

. Prlvacy & Sustainable Computing Lab

Launched September 2016: launch event with various important
stakeholders: technologists, standardization, activists...

= Mission: Developing sustainable and privacy-preserving computer systems by
bringing together computer science & human-centric behavioral science
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Dr. Sabrina Dr. Ben
Kirrane Wagner
(Director) (Director)

Privacy & Sustainable Computing Lab \

The increasing ubiquity of IT and data in corporate infrastructures and innovation endeavours, as well as the rising pervasiveness of computing in our
daily lives, leads to the question how information systems can be build it cure, ethical and value-drive anner. Current IT systems often
fail to deliver on these requirements, commonly characterised as “soft” nts, while aspects of technical

The Privacy & Sustainable Computing Lab aims at setting new standards in research, education and practice to address ethical issues in computing.

Prof. Sarah Prof. Axel

http://www.privacylab.at/ Spiekermann  Polleres

(Founder) (Founder)
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Green Big Data
A multidisciplinary perspective...
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Online Privacy Public Policy and Legislation

Ethical Design

MISSION

Developing sustainable and privacy-
preserving computer systems by
bringing together computer science &
human-centric behavioral science.

Humanities -~ Computer Science

Net Neutrality Big Data Analytics

Fragmentation Artificial Intelligence

Open Data
Data Science

Open Standards
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Autonomy, Semantic Technology, Ethical System Web Standards, Ethical Pric\:/acy ::_lisk
Algorithms & Data Analytics Design, Privacy, Data Management, System Design & Compliance

Technology Policy & Privacy Behavior Open Data

VSem_éintic Web

" Privacy Notices Transparency Efficient Data Privacy by Design:  software Cyber-
Standards Policy g jser ssues & Psychological Management, ~ Privacy Patterns  Engineers Security, Risk
Languages & Data Ownership  Compression & Ethics & Technology

Licenses & Encryption in Society
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Our regulatory framework

The General Data Protection Regulation (GDPR) 5
g\- Goal: Enhancing trust in digital services and security - §tttl

ke Kk Regulation

= Applies to personal data of EU residents, regardless of the
company'’s location

h Companies whose business models rely on personal data

.i%.‘ Data subjects who would like to declare, monitor and optionally

[/ revoke their (often not explicit) preferences on data sharing

@ Regulators who can leverage technical means to check
compliance with the GDPR

Trilogue starts

> 6/24/2015
Draft of the regulation EU Council finalises the chapters i
> 7/22/2012 > 8/6/2015 Comes into force
5/15/2018
> Revisions in the draft > Discussions in the EU Council > Trilogue agrees -
3/12/2013 5/19/2014 12/17/2015

2013
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" lcan get back the data | provided to an 1 '_/‘ Chlld prOtQChon
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I know what is done with my data and it's easier "~ Online services must obtain the parents’ consent

organisation or online-service and transmit

those to other ones (social networks, Internet for me to exercice my rights. before registering an( child under 16 or less if

Q \i

service provider, online streaming supplier, etc

provided by national laws.

“’"’) Bigger sanctions {5 Right to be forgotten

f@j, One-stop-shop

& —-) e
s = — | can ask search engines to delist a web that
In case of problems with how my data is handled, When infringing the regulation, the organisation at affects my rivu"gnggaﬁvgly oraska wp:bg:ite to
1 can contact my national data protection fault can be fined up to 20 000 000 € or 4% of its erase an information, under certain circumstances.

authority, whatever the country where the annual worlwide turnover.
organisatign is processing my data.
a o
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An example scenario:

3;“ Sue BeFit  laa

uses activity (ActivityTracking
tracking and

& Advertisement)
consents to Ads
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An example scenario:

Transparency
ledger reveals
that the ad was
sent according
to Sue’s consent

Policy layer
allows Sue to
revoke her
consent
Scalable due to
All her data gets : a distributed
automatically architecture
deleted from the based on
Gym'’s and the encrypted,
compressed
Linked Data

BeFit's database D)
1]

Sue got a second job
and cannot exercise |
for a while

sends unwanted ad
by a local Gym to Sue
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= Policy management framework
% Gives users control of their personal data

% Represents and integrates access/usage policies and legislative
requirements in a machine readable format (vocabulary)

Transparency and compliance framework

% Provides information on how data is processed and with whom it is shared
< Allows data subjects to take corrective action
Scalable policy-aware Big Data architecture

< Build on top of the Big Data Europe (BDE) platform scalability and
elasticity mechanisms

“ Extended BDE with robust policy, transparency and compliance
protocols



e Transparency Ledger:

Collected data

For how long
How is data are the data
Purpose of processed Where are stored
data collected data Disclosure to
collection and and profiles
processing stored

third parties

4 4 [1

Transparency Ledger

(Who| M ORACLE v/ symantec
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@ {What] @ﬂ vImware amazon
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How
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Data subject Policyadmin Auditor Service consumer
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CTC dashboard

. '\ Added Value
Data access Transparancy arc Service
layer Consent  engine mm ijes PN
engine 4

W layer

Service layer

i Policy rules

B 4

a Policy usage
Data subject

s Transparancy  statistics

. ]

3 personal data d

Service developer
= Enable the acquisition of user consent at in a dynamic fashion

= Provide transparency on how data is processed and with
whom it is shared

= Automatically verify compliance with usage control policies
specified by data subjects, and legal obligations specified in the

GDPR
Data owner has more transparency &

high dependency on legal enforcement
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- & puareT IEEE STANDARDS ASSOCIATION Contact  FAQs
B - i

wjﬂ *‘. d Standard: Develop Standards Get Involved News & Events About Us
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. 1EEE PROJECT
P7000 - Model Process for Addressing Ethical
Concerns During System Design

Home /ODRL Community Group

ODRI_ COMM UN I I v GROUP Engineers, technologists and other project stakeholders need a
methodology for identifying, analyzing and reconciling ethical concerns of STATUS:

- P end users at the beginning of systems and software life cycles. The e )
The W3C ODRL Community Group's aim is to develop and promote an open purpose of this standard is to enable the pragmatic application of this type
international specification for Policy Language expressions. The ODRL Policy of Value-Based System Design methodology which demonstrates that

conceptual analysis of values and an extensive feasibility analysis can help

Language provides a flexible and intg 2 info@hubdngieu DSubsice ¥ in @ are life cycles.
an

transparent and innovative use of dig \rocesses, 1S
consu mption of content, ap p|icati0n5 H U B N G | ABOUT NEWS. NGI MAP LINKS RESOURCES EVENTS CONTACT Q 10ds to minimize
. 5 isers.The

communities. The ODRL Policy mode and technologists

open, educational, government, and ptages of system
. . ents include

enhance the model to align to their

semantic layer for interoperability.

for Ethical Life-Cycle Concerns Working

Note: Community Groups are propased and
conversations, the Eroups dao not necessari)

THE NEXT GENERATION INTERNET
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= Questions regarding Ethics/Privacy/GDPR?

= Privacy & Sustainable Computing Lab at WU
University

= Big Data can be “green”

= SPECIAL EU project deals with privacy-preserving
technologies in Big Data
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