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“Then we should take care of Big Data forms of pollution”

Wil van der Aalst (TU Eindhoven)

Non-transparent

Privacy leaks

Unfair use of data

Ethical violations

spurious correlations

http://www.responsibledatascience.org 



 Privacy & Sustainable Computing Lab
 Launched September 2016: launch event with various important 

stakeholders: technologists, standardization, activists…

 Mission: Developing sustainable and privacy-preserving computer systems by 
bringing together computer science & human-centric behavioral science

Green Big Data
A multidisciplinary perspective…
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MISSION

Developing sustainable and privacy-
preserving computer systems by 

bringing together computer science & 
human-centric behavioral science. 
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Green Big Data
A multidisciplinary perspective…
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Who we are working with?



2013 2014 2015 2016 2017 2018

Draft of the regulation
7/22/2012

Revisions in the draft
3/12/2013

Discussions in the EU Council
5/19/2014

EU Council finalises the chapters
8/6/2015

Trilogue starts
6/24/2015

Trilogue agrees
12/17/2015

Comes into force
5/15/2018

 Goal: Enhancing trust in digital services and security

 Applies to personal data of EU residents, regardless of the 
company’s location

Companies whose business models rely on personal data

Data subjects who would like to declare, monitor and optionally 
revoke their (often not explicit) preferences on data sharing

Regulators who can leverage technical means to check 
compliance with the GDPR

The General Data Protection Regulation (GDPR)



SLIDE 10

Taken from CNIL's twitter account

The General Data Protection Regulation (GDPR)
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SPECIAL (EU Horizon 2020)
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Use Case:

An example scenario:
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that the ad was 
sent according 
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An example scenario:

Sue

Use Case:



 Policy management framework

 Gives users control of their personal data 

 Represents and integrates access/usage policies and legislative 
requirements in a machine readable format (vocabulary)

 Transparency and compliance framework

 Provides information on how data is processed and with whom it is shared

 Allows data subjects to take corrective action

 Scalable policy-aware Big Data architecture 

 Build on top of the Big Data Europe (BDE) platform scalability and 
elasticity mechanisms

 Extended BDE with robust policy, transparency and compliance 
protocols

Objectives:



Transparency Ledger

Collected data
How is data 
processed Where are 

collected data 
and profiles 

stored

For how long 
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collection and 
processing

Disclosure to 
third parties

Transparency Ledger:



 Enable the acquisition of user consent at in a dynamic fashion

 Provide transparency on how data is processed and with 
whom it is shared

 Automatically verify compliance with usage control policies 
specified by data subjects, and legal obligations specified in the 
GDPR

Data owner has more transparency & 
high dependency on legal enforcement

CTC Architecture:



What are we doing in terms of standardisation



 Questions regarding Ethics/Privacy/GDPR?

 Privacy & Sustainable Computing Lab at WU 
University

 Big Data can be “green”

 SPECIAL EU project deals with privacy-preserving 
technologies in Big Data

Take-home messages



Thank you!

javier.fernandez@wu.ac.at

Kudos to Sabrina Kirrane for her input in this presentation


