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Open Data on the Web is great... But not e
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all data is, or ever will be open. Er

A lot of activity in terms of standardization (in ece @ e o 8 owicommmon. -+
W 3C) fo cu Sed on f&\lﬂhtlps://open—dala.europaeu/en/data/ ¢ wB ¥ A 48 O ‘ =

° Fo rm ats ( RD F) Sitemap | Legal notice | Contact | English (en) <
. . . . European Union Open Data Portal
« Publishing best practices (Linked Data) L

EUROPA > Open Data Portal > Data

Applications Linked Data Developers’ corner About @ Data provider's area

SEMIC 2015, the annual conference on Semantic Interoperability for e-Government, organised by the ISA Programme of the European
Commission takes place in Riga on 5 May 2015. For further information and registration please visit the conference website
https://joinup.ec.europa.eu/node/109900

Find datasets... E Suggest a dataset
Is there a dataset from the EU that you
Show results with: @ all of these words | ) any of these words | ( the exact phrase (? ) could not find in this portal?

- Please request the dataset >>
Total datasets available: 8310 i

Most viewed datasets it view all » Browse datasets by subject

.1 DGT-Translation Memory

(10885 views) N \\ }‘t
I1€]

.1 Elevation map of Europe
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But: not all data is open.
Different licenses, freemium
e usage models, API keys with

Cross-Domain

e different obligations to the user

Geographic

implied, etc. [ EAvD
' ~ EQUIS

User-Generated Content. ACCREDITED
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Motivation Wﬁm‘;:.;;?
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hypothesis: companies won't offer you data for free AND UsNESS

Dataset
Company

Bob

8

Aice  Data Consumer
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Motivation “Umsz?
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from simple access conditions and machine-human S
interaction...

N~

authentification required!

Data Publisher

~—

Data Consumer
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... to high-level policies and machine-machine interaction!

N~
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I // access to dataset for 20€
|
I
I
|

Data Publisher

<dataset> ownNS:pay ,20"
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Goal:

Representation & Reasoning

( ™
| Pt Representation

Formalization of policies
with ODRL

<
a )
future work Reasoning

consuming and processing
high-level policies

<

L EFMD

nnnnnnnnnn



WIRTSCHAFTS
UNIVERSITAT

Representation:

ODRL Linked Data Rights v2.0

Rodriguez-Doncel et al.

Obvious candidate ...
O QcaBuLARY Linked Data Rights v2.0: ONLOIODY  vicorroaiver oonce

IVAL . . o Engineer ;rsues e
SEsNTIcs Extension of ODRL for Licensing Linked Data ngirouy e
http: //purl .oclc. org/NE'.l‘/ldr/ns# Universidad Politécnica de Madrid (Spain)

*  Originally an XML

Linked Data nghts f

. o e
re re S e n ta t / 0 n O 0 l I C I e S The Linked Data Rights 2.0 (LDR) ontology provides the vocabulary for creating access policit Examples
expressions for Linked Data resources. Linked Data assets (RDF triples, graphs, datasets, mappings.. ®
. . . . protection by the intellectual property law , the database law or its access or publication be restricted by other legal reasons Licensing an ontology as CC-BY O
Con Cern Ing dlg I tal rlgh ts (personal data protection, security reasons, etc.) or simpy by the publisher policies. Publishing a rights expression along with (@pcetix aco: <hvepi//paci.ozg/dclearmals
igif i ivil i i i i efix on e 3. ox 107/ owld> .
the digital asset allows the rightsholder waiving some or all of the IP and database rights (leaving the work in the public femem e :,.,.’ﬂﬁ";.ﬂ:hg,l,,’
domain), itting some ions if certain itions are satisfied (like giving attribution to the author) or simply i i i Lo/ .
mana g eme nt reminding the audience that some rights are reserved. It updates the LDR 1.0 presented at ISWC2013 in October. —
. J Waiving rights for a RDF dataset
p <\ Gprefix woid: <hoop://zdfs org/ns/veid>
Gprefix ldr: <http://purl.oclc.org/NET/ldr/nsk> .
Features ODRL2.0 e
' cmypolicy [ zdf:sype odri:Ses;
H Extends the ODRL2.0 Ontology making a profile for Linked Data (OdffggrRUIe on CAMAIGEL . odrAsser === fom, 1dv- veutilisats
o RDF re presentation & (odriProhibition)  oditaction 5
Supports W3C Linked Data Platform resources and SPARQL (odrl:Duty) . odrl-Action Offering a mapping for an amount of money
methods odrl:constraint S pruu gr: <heep: /lwx: «g/gom:am-/vb
On to Ogy . n to ogy Supports Intellectual Property Rights, Database Rights and : odrl:assignee 1: 1 a o
protection of Personal Data. odrl:Constraint «  odrl:Party : 2 =13

M ;s Suitable for declarative and enforceable policies alike
n a r a j U S t p U I S e y (licenses / access control) «An action is (permitted /prohibited / obliged) to
h h A i
Implements the informative Extended Relations of ODRL2.0 be acted by the party over the asset, provided

W3C community group. 7l comm e L e i

i ificazein ;
e Taoonmaxan: £loaz;
1111,

- - ~
«Access applies toany | 0drlAction _ ~DatabaseRight. Declaring the confidentiality of a statement
PP o appties to uro-
Tesource W @prefix veard: <houp://wne.wd.org/2006/veard/nst>
odriAsset infor-mation, confidential Unkednmmgm pe (¢ RDF Datasets) i a zde:Soatemens
info, etc. £ subiect <hbtp://exmmple -org/boks ;
LinkedD: e e e e e
: - x’d! cbject "003412345654" ;
' Access 1PRight DatabaseRight Ldx:hazClain ldv:hasPersonalData.
rdf Statement dataFormat 1 1 3 L
queriesPerDay access Reproduction Extraction
: - N
void-Dataset protocol HTTPGET PublicCommunicati lizati Other Resources
void:Linkset (3 SPARQLSELECT Distribution

A Java API: http://vroddon.github.io/odrlapi/

ts» apply to intellectual vati ~.(31 LD actions...)
owl:Ontol odrlrightOperand hasclaim | proph werts Derivation
-ontology hasindustrialSecret I (eg anOntology) T Dataset with RDF licenses: hito://dstshub.io/dataset/rdflicense
hasPrivacylevel
hasAllRightsReserved Access control demo: http://conditional Jinkeddata.es/
hasCopyrightExpired rdfitype
8ASDASD \ - rdfs:subClassOf




ODRL Core Model 2.0

Policy
type 1
conflict
A undefined
Asset inheritAllowed
d 1.* inheritFrom
o inheritRelation 0. Party
L NO-* prole uid
- scope
\ ’ N 0..* 0..%
\\ / /’ \\ \ //
\ o, \ ’
[N \ \ ’
N/ \ \ /
Relation Role
relation function
0.5 o 0..* 0 0.% 0.*
0. | permission 1..% Duty Prohibition 0..*
uid 0.5
0] 0. 0" 0.
0 *
1 Constraint
1 name
e operator
Action 0.+ | rightOperand
name 1 - dataType
unit
status

http://www.w3.0rg/community/odrl/two/model/
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ODRL Concepts 1/5 Wﬂszzz:.:;zs
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Policy ECONOMICS

10

AND BUSINESS

Policy

A Policy is the central entity that forms ODRL policy expressions. It can refer to
Permissions and Prohibitions which hold for that Policy and be further
distinguished into several subtypes such as:

Offer Agreement

A Policy which proposes terms of A Policy which contains all terms

usage from an Assigner to of usage between both an

possible Assignees. Assigner and an Assignee about
an Asset.

Alice allows anyone who pays her Alice allows Bob to read her

20€ to read her dataset. dataset if he pays her 20¢€.

L EFMD
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ODRL Concepts 1/5

Policy

11

Request

A Policy which proposes terms of
usage from an Assignee to an
Assigner (owner of the Asset).

Bob wants to pay Alice 20€ if she
allows him to read her dataset.

Ticket

A Policy which proposes terms of
usage to any holder of a valid
Ticket.

Dataset XY is accessible till May

2015 to any holder of a valid
ticket.

WIRTSCHAFTS
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Set

A Policy which defines
Prohibitions, Permissions and/or
Duties for a certain Asset.

Dataset XY is licensed under CC-BY.
(i.e. duty to attribute asset owner)

Privacy

A Policy which defines terms of
usage over personal information.

Alice grants Bob to distribute her
personal data but only for the
purpose of contacting Alice.
Furthermore he has to delete the

asset after 30 days. //. EFMD
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Asset and Party e

Asset

An Asset is the entity whose terms of usage are restricted by its surrounding policy
expression. In the domain of Linked Data an Asset usually represents a dataset or
parts of a dataset (triples) .

Party

A Party can be distinguished into Assigners (the parties who propose the policy
statements) and Assignees (the ones who receive the policy statements).

Assigner Asset Assignee

—
Me~———1

owns uses

Alice Bob

/(. EFMD
12 EQUIS
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ODRL Concepts 3/5 “U
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Permission, Prohibition, and Duty

Permission
A Permission specifies Actions which are allowed to be executed on a certain
Asset.

Alice allows Bob to read her dataset.

Prohibition

Prohibitions are used to forbid specific Actions on an Asset and cannot refer to
Duties.

Alice prohibits Bob to distribute her dataset.

Duty
Duties define Actions that have to be perfomed so that sorrounding Permissions or
Policies become valid.

Alice allows Bob to (ead her datasel; if he ‘pays her 20€’.

/(. EFMD
13 Permission Duty EQUIS
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Action

Actions are operations on Assets that a potential Assignee is allowed (if related to
a Permission), is prohibited (if related to a Prohibition) or has (if related to a Duty)
to perform. In a Linked Data scenario actions could be:

aggregate — can be used to express the action of querying different datasets and
aggregate the retrieved data.

read - the act of obtaining data from the asset (e.g. via SPARQL query).

copy - the action of copying data is fundamental when defining copyright restrictions
and necessary for certain license definitions.

write - can be used to represent SPARQL INSERT queries, since it specifies the action of
writing to an asset.

<custom> - although there are many prepoposed Actions that can be used out of the
box, new actions which might fit the intended semantics more precisely can easily be
added to the ontology. /(. EFMD
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Constraint AND BUSINESS

Constraint

Constraints offer the possibility to restrict and limit the scope of Permissions,
Prohibitions and Duties, using a simple mathematical structure with

two operands and one operator:

The number of query requests,must be less or equaj than, 100.
1 !

——

operand operator operand

Additionally a specific Purpose of the constrained Action can be defined:

Reading from a dataset using ASK queries shall be restricted to 100 executions.
. gf 94K queries . : 3

action purpose constraint

/(. EFMD
15 EQUIS
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Access Policy Examples 1/7

Restricting access to specific parties and assets

16
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Listing 1

@prefix odrl: <http://w3.org/ns/odrl/2/> .

@prefix : <http://www.example.com/> .

:policyl a odrl:Agreement ;
odrl:permission [
a odrl:Permission;
odrl:action odrl:read;

odrl:target :datasetl, :dataset2;

odrl:assigner :owner;
odrl:assignee :alice

4
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Access Policy Examples 2/7

Limiting number of allowed requests
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@prefix spin: <http://spinrdf.org/sp/> .
@prefix odrl: <http://w3.org/ns/odrl/2/> .
@prefix : <http://www.example.com/> .

:policy2 a odrl:Agreement ;
odrl:permission [
a odrl:Permission;
odrl:assigner :owner;
odrl:assignee :alice;
odrl:action odrl:read;
odrl:target :datasetl;
odrl:constraint [
a odrl:Constraint;
odrl:purpose spin:Ask;
odrl:operator odrl:lteq;
odrl:count "100"""xsd:integer;

odrl:status "42"~"xsd:integer].

Listing 2

WIEN VIENNA
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Permit access only in specific time frames
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@prefix spin: <http://spinrdf.org/sp/> . Listing 3
@prefix odrl: <http://w3.org/ns/odrl/2/> .
@prefix : <http://www.example.com/> .

:policy3 a odrl:Agreement ;
odrl:permission [
a odrl:Permission;
odrl:assigner :owner;
odrl:assignee :alice;
odrl:action odrl:read;
odrl:target :datasetl;
odrl:constraint [
a odrl:Constraint;
odrl:purpose spin:Ask;
odrl:operator odrl:lteq;
odrl:dateTime "2016-12-31"""xsd:date

L EFMD
18
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Representing license information (CC-BY-NC-SA) D s0sess

Listing 4

@prefix odrl: <http://w3.org/ns/odrl/2/> .
@prefix : <http://www.example.com/> .

:policy4 a odrl:Set;
odrl:permission [
a odrl:Permission;
odrl:action odrl:reproduce,
odrl:distribute,
odrl:derive;
odrl:duty odrl:attribution,
odrl:attachPolicy,
odrl:shareAlike

1.
odrl:prohibiton odrl:commercialize .

Villata et al. (ESWC 2014)

L EFMD
19
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Access Policy Examples 5/7 “U
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Defining rights for derived data
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@prefix odrl: <http://w3.org/ns/odrl/2/> .
@prefix : <http://www.example.com/> .

:policy5 a odrl:Set;
odrl:permission [

a odrl:Permission;

odrl:action odrl:distribute;

odrl:target :dataset;

odrl:duty [
a odrl:Duty;
odrl:action odrl:nextPolicy;
odrl:target :newPolicy ] .

:newPolicy a odrl:Set;
odrl:permission [
a odrl:Permission;
odrl:action odrl:display;
odrl:target :dataset] .

/(. EFMD
20 EQUIS
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@prefix gr: <http://purl.org/goodrel/vi#> . Listing 6

@prefix odrl: <http://w3.org/ns/odrl/2/> .
@prefix : <http://www.example.com/> .

:policy6 a odrl:Set;
odrl:permission [

a odrl:Permission;
odrl:action odrl:read;
odrl:target :dataset;
odrl:duty [

odrl:unit & a odrl:Duty ;

odrl:datalype odrl:action odrl:pay ;
with ODRL 2.1 odrl:constraint [
a odrl:Constraint ;
odrl:payAmount 50.00 ;
odrl:operator odrl:eq ;
odrl:unit <http://cvx.iptc.org/isod4217a:EUR>

21
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Access Policy Examples 7/7

Combining prohibitions and permissions
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@prefix gr: <http://purl.org/goodrel/vi#> .
@prefix odrl: <http://w3.org/ns/odrl/2/> .
@prefix gn: <http://www.geonames.org/ontology#">.
@prefix : <http://www.example.com/> .

:policy7 a odrl:Set;
odrl:permission [
a odrl:Permission;
odrl:action odrl:read;
odrl:target :dataset;
odrl:duty [
a odrl:Duty;
odrl:action odrl:pay;
odrl:constraint [
a odrl:Constraint ;
odrl:payAmount 50.00 ;
odrl:operator odrl:eq ;
odrl:unit
<http://cvx.iptc.org/iso4217a:EUR>

Listing 7

odrl:prohibtion [
a odrl:Prohibition;
odrl:action odrl:distribute;
odrl:target :dataset;
odrl:constraint [
a odrl:Constraint;
odrl:operator odrl:eq;
odrl:spatial [
a gn:Feature.
gn:countryCode “AT”

22
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Reasoning Tasks:

= As a first step, we look into implications between actions,
permissions and duties associated with them which are not
yet formally captured in ODRL

= Next steps:

23

Consistency/Combinability of policies (for licences expressed in
ODRL: done ;-) see last talk)

Alignment necessary in case policies refer to different RDF
vocabularies?

E.g. Semantics of constraints needs more than plain OWL reasoning.

negotiation, etc. (not necessarily in scope of ODRL?)

L EFMD
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Just a starting point...
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= Formalizing ODRL 2.1:
= Conceptual model:

| ODRL Policy Components

Policy P n=Pig = [((PRRia|PERa)")ALG]
ProhibitionRule PRR :=PRRia = [RM, A CONS]
PermissionRule PER = PERa = [RM, A, (DUR};), CON S|
DutyRule DUR = DURia = [RM, A, CONS]
ConstraintSet CONS :=CONS.;s = (CON,)
Constraint CON = CONq = P! (status(a), operator(o), bound(a))
RuleMatch RM = RM;q = (MT)
Match M = Mg = ¢(a)
Action A = Aia = action(a)

o(a) = party(a) | asset(a)

a = value

0 = eq | neq | 1t | 1teq | gt | gteq
ConflictRes.Strat. | ALG ::= perm | prohibit| invalid

| Query & Proof
QueryRequest Q == (party(a)?, action(a), asset(a))
DutyTarget DT = DT ;a = (party(a)?, action(a), asset(a)?)
DutyProof DPF = DPFia = [DT ,CONia,status(a)]
Proof PF = PFiq = [CON ;q,status(a)|
ProofSet PFS = ((DPFia|PFia)*)
Table 1. Abstract Syntax of ODRL (. EFMD

24 “ EQUIS
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Just a starting point...
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* Implicit Dependencies among ODRL Actions

(odrl:share)

odrl:share: The act of
the non-commercial re- requires requires
production and distri-

bution of the asset to (odrl:distribute) odrl:copy (odr_l:reproduceJ

third-parties.

equals

= Other dependencies expressed using SKOS (in the ODRL ontology):

m broader
(odrl:distribute ) (odrl:use)
narrower f arrower
= Qur current work:

= 1) express these dependencies in terms of rules

= 2) express conflict resolution strategies in rules o perm the Permissions will always takes precedence

e prohibit:the Prohibitions will always takes precedence

25 e invalid: the policy is not valid



Remarks:

= Some Duties/Prohibitions may be enforceable, others not. E.g.

= "Limiting number of allowed requests” can be enforced by the server
(block user)...

= But how about controling distribution of items to which are readable only?
—> read implies the ability "can copy/distribute,

= - may make sense to distinguish between "enforcable” and non-
enforcable” policies, between ability and enforcability?

= (f. existing work on policiy negotiation?

/(. EFMD
26 EQUIS
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Summary: Representing &Reasoning
about Linked Data policies with ODRL

(1) only a starting point

e Many more things to do:
reasoning, enforcement of fulfillment,...

(2) popular & emerging research

topic

* Rodriguez, Villata, Rotolo, Governatori...

/(. EFMD
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Other topics related to Normative MAS,I'd

love to discuss, except enabling Data Markets
(but no time ®)...:

= Policies and regulations in safety-critical engineering projects
(national project SHAPE)

= Belief revision and SPARQL Update with RDFS/OWL entailment
(national project SEE)

= How to enable Semantic Search in legal texts / laws?
(project with the Federal Chancellery of Austria: RISearch)

= Details: http://www.polleres.net/

... Hopefully time to discuss these offline with you! ©

This work is being supported by the FFG project 845638 //.EFMD
(SHAPE) and by the WWTF project ICT12-015 (SEE) EQuis



